Ro¢nikovy projekt (ZS)

1 Praca pocas ZS

Pocas zimného semestra som robil prva ¢ast projektu, tvorba gramatiky pre syntax YARA pravidiel. Toto
bol potrebny krok pred zacatim vyvoja samotného editora, lebo korektné gramatika neexistovala a bez nej
nie je mozné robit kontrolu syntaxe.

2 Postup

Hlavnou prekazkou bola absencia akejkolvek presnej oficidlnej Specifikacie syntaxe.

Pocas hladania ¢i existuje nejaké open-source rieSenie s vyuzitim Tree-sitter, ktoré korektne popisuje
gramatiku, som nasiel jednu implementéaciul T4 v8ak pokryvala len Cast syntaxe a gramatiku bolo potrebné
roz§irit, aby reSpektovala pravidl4 syntaxe aktudlnej verzie Yara pravidiel.

Ako najpriatelnejSie rieSenie sa javilo ru¢ne odvodit gramatiku z tutoridlu Writing YARA rules. Toto
rieSenie sa nakoniec ukazalo ako celkom validné.

Tree-sitter dokaze ako vstup zobrat gramatiku napisant v Specidlnom DSL a ako vystup dat parser, ktory
nasledne vie vypocitat syntakticky strom pre nejaky zdrojovy sibor. Pocas pisania gramatiky som parser
testoval na prikladoch z tutoridlu, aby som overil spravnost pisanych pravidiel. Po prechode celého tutorialu
som parser otestoval aj na dlhsich a zlozitejsich pravidlach, presnejsie na vsetkych pravidlach z repozitaru
Yara-Rules.

3 Vysledok

Oficidlna Specifikicia Yara syntaxe neexistuje, a preto parser urcite neSpecifikuje tuplni Yara syntax. Moj
repozitar obsahuje dosiahnuty stav parsera a gramatiky definovanej pomocou Tree-sitter JavaScript DSL.

4 Moje prispevky
Zdrojové sibory Yara pravidiel obsahujui rozne sekcie. Na existujicej gramatike som vykonal mnoho oprav i

rosireni, ale vi¢sina z nich sa tykala najmé sekcii Strings a Condition.

4.1 RozSirenia syntaxe pre Strings sekciu

Pridana syntax pre:
e sekvencie bytov v hex string alternativach
e nibble-wise wildcard v hex string
e operator not (7) v hex string
e skoky (jumps) v hex string
e rozsahy (ranges) ako parameter zor modifikitora
e riadiace/Specidlne znaky (escape sequence) v text string

e private modifikator


https://github.com/egibs/tree-sitter-yara/
https://yara.readthedocs.io/en/stable/writingrules.html
https://github.com/Yara-Rules/rules
https://github.com/celstur/tree-sitter-yara/

4.2 RozSirenia syntaxe pre Condition sekciu

Pridané syntax pre:
e pocet vyskytov (count) stringov v ur¢itom rozsahu adries
e vyskyt stringu na urcitej adrese (at operator)
e vyskyt stringu v ur¢itom rozsahu adries (in operator)
e premenné z modulov
e volania funkcii ¢itajiacich celo¢iselné hodnoty z adresy
e volania funkcii z modulov
e mnoziny stringov
e Specialne vyrazy typu of a for...of

e iteratory:
for <quantifier> <variables> in <iterable> : ( <podmienka pouZivajlca variables> )

e necelé ¢isla (float)

e referencie na iné Yara pravidla

e bitwise operatory AND (&), OR (1), XOR (=), NOT (~), shift (<<, >>)
Odstranend syntax pre:

e nepodporované kl'i¢ové slovo entrypoint

4.3 Iné vylepSenia
Napriklad:
e lepsie pomenovanie pravidiel v gramatike

e spravna priorita operatorov

lepsie spracovanie komentarov

oddelenie podmnoziny vyrazov ako ¢iselné vyrazy, string vyrazy

podpora pre anonymné mend stringov ($ namiesto $a)
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5 Ukazka

Nizsie je ukézka suboru, ktory vyuZiva velki ¢ast spomenutych rozsireni syntaxe.

example.yar:

import '"pe"
import "math"

private rule DEMO1

{
meta:
desc = "Demol rule. Hex alternatives, wildcards, not, jumps, string modifiers"
strings:
$h1 = { 90 “F7 [6] 7?7 ( 4F71 82 | A0 CE~03) [2-5]DE}
$s2 = "linel\nline2\t\"quote\"" xor(0x01-0xff) ascii private
condition:
#h1 in (0..100) >= 1 and
($s2 at pe.entry_point) or (any of ($s2, $h1l) in (0..512))
}
rule DEMO2 : trojan loader
{
meta:
desc = "Demo2 showcasing condition features, references Demol rule"
numl = 34
num2 = 009436
num3 = 000
strings:
$http = "http://" nocase
$sig = { 6A 77 68 1}
$magic = { 4D 5A }
condition:
uint16 (0) == 0x5A4D and pe.is_pe and math.entropy(0, filesize) > 6.5 and
(1 of ($http, $sig) or any of ($http, $sig) in (0..filesize\2)) and
#sig in (0..filesize) >= 1 and $sig in (100..2000) and $magic at O and
for any i in (O0..#sig - 1) : (@sigl[i] < filesize) and
for any sec in pe.sections : (sec.virtual_size > 1000 and
(sec.characteristics & 0x20000000) != 0) and DEMO1
}

Vystup parsera pri spracovani definicie $h1i:

example.yar

private rule DEMO1

{
é%%ings:
$h1 = { 90 “F? [6] 7?7 ( 4F71 82 | AO
CE~03) [2-5]DE}
}
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(strings_section [7, 2] - [9, 64]
(string_definition [8, 4] - [8, 56]
name: (string_identifier [8, 4] -
value: (hex_string [8, 10] - [8,

)

(hex_seq [8, 12] - [8, 18]1)
(hex_jump [8, 19] - [8, 22]
(integer_decimal_positive [8,

(hex_seq [8, 23] - [8, 25])
(hex_alternative [8, 26] - [8,
(hex_seq [8, 28] - [8, 35])
(hex_seq [8, 381 - [8, 461))

(hex_jump [8, 48] - [8, 53]
(integer_decimal_positive [8,
(integer_decimal_positive [8,
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Vystup parsera pri spracovani sekcie condition:

example.yar

private rule DEMO1
{

condition:
#h1 in (0..100) >= 1 and
($s2 at pe.entry_point) or (any of (
$s2, $h1) in (0..512))
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(condition_section [10, 2] - [12, 62]
(binary_expression [11, 4] - [12, 62]
left: (binary_expression [11, 4] - [12, 27]
left: (binary_expression [11, 4] - [11, 24]
left: (string_count [11, 4] - [11, 19]
(range [11, 111 - [11, 19]
(integer_zero [11, 12] -
(integer_decimal_positive
181)))
right:
[11, 24]))
right: (parenthesized_expression [12,
[12, 27]

(string_at_offset [12, 5] - [12, 26]
(string_identifier [12, 5] - [12, 8])
(module_var_or_func [12, 12] - [12, 26]

(module_identifier [12, 12] - [12, 14])
(identifier [12, 15] - [12, 261)))))
(parenthesized_expression [12, 31] -

[11, 13])

[11, 15] -
[11,
[11,

(integer_decimal _positive 23] -

4] -

right: [12,
62]
(string_at_range [12, 32] -
(of _expression [12, 32] -
(quantifier [12, 32] - [12, 35])
(string_set [12, 39] - [12, 49]
(string_identifier [12, 40] -
(string_identifier [12, 45] -

[12, 61]
[12, 49]

43])
481))

[12,
[12,

(range [12, 53] - [12, 61]
(integer_zero [12, 54] -
(integer_decimal_positive

60133333)))

[12, 551)

[12, 57] - [12,
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